Mathematical and Statistical Opportunities in Cyber Security™

Juan Mezal Scott Campbell* David Bailey?

LBNL-1667E
March 2009

Abstract

The role of mathematics in a complex system such as the Internet has yet to be deeply explored.
In this paper, we summarize some of the important and pressing problems in cyber security from
the viewpoint of open science environments. We start by posing the question “What fundamental
problems exist within cyber security research that can be helped by advanced mathematics and
statistics?” Our first and most important assumption is that access to real-world data is necessary
to understand large and complex systems like the Internet. Our second assumption is that many
proposed cyber security solutions could critically damage both the openness and the productivity of
scientific research. After examining a range of cyber security problems, we come to the conclusion
that the field of cyber security poses a rich set of new and exciting research opportunities for the
mathematical and statistical sciences.
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1 Introduction

A cyber security incident of some sort makes the news headlines on an almost daily basis. The
examples are numerous, from individual users information loss, to worms and computer viruses, to
large scale criminal behavior precipitated by organized crime and nation states. More recently [22],
the large-scale use of botnets for distributing e-mail spam, distributed denial of service attacks,
and distributing other malware has led to an informal alliance of computer security experts from
across the world. Not surprisingly, the rise in cyber security incidents is due in large part to
the rise in the use of computers and the Internet in all areas of society. In fact, according to [1],
“Incessant scanning of hosts by attackers looking for vulnerable servers has become a fact of Internet
life”. Therefore it comes as no surprise that scientific research has also been affected by cyber
security problems. Indeed, because so much of science has embraced and come to rely so heavily
on computing resources, it is particularly vulnerable to cyber security issues.

While the growth in computational, network, and data resources has completely changed the
way that basic scientific research is conducted, this has in general not been reflected in the way
that computer science has addressed challenges facing cyber security research. A recent report by
the National Research Council [15] states that, “research can produce a better understanding of
why cyberspace is as vulnerable as it is and that such research can lead to new technologies and
policies and their effective implementation, making cyberspace safer and more secure.” However,
the committee was also careful to mention that, “there are no single or even small number of
silver bullets that can solve the cybersecurity problem”. At almost the same time, a grass roots
community effort recently released a report [10] that outlines several areas for a science-based
cyber security research program. The report outlined three focus areas: predictive awareness
for secure systems, self-protective data and software, and trustworthy systems from trustworthy
components. The three focus areas were further subdivided into specific research areas. A similar
report [9] highlighted three major challenge areas: modeling large-scale networks, threat discovery,
and network dynamics.

Interestingly, the role of mathematics in a complex system such as the Internet has yet to be
deeply explored. Willinger and Paxson [36] pointed out as early as 1998 that, “the Internet is
a new world, one where engineering wins out over tradition-conscious mathematics and requires
paradigm shifts that favor a combination of mathematical beauty and high potential for contributing
to pragmatic Internet engineering.” In that same spirit, we would like to ask “What fundamental
problems exist within cyber security research that can be helped by advanced mathematics and
statistics?” In this paper, we summarize some of the more important and pressing problems in
cyber security from the viewpoint of open science environments, and highlight those which we
believe should be of interest to the general mathematical sciences community.

We wish to stress the importance of using a science-based approach. Our first and most im-
portant assumption is that, as in other scientific fields, access to real-world data is necessary to
understand large and complex systems. Applying mathematical models and advanced algorithms
to this real-world data, it should be possible to develop wvalidated predictive models that can then
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be used to develop more robust applications for workable cyber security. With the rise of cyber
security incidents and more persistent and stronger adversaries, it makes sense to move away from
current ad-hoc, reactive methodologies and limited testing to more rigorous and repeatable ap-
proaches. Our second assumption is that many proposed cyber security solutions could critically
damage both the openness and the productivity of scientific research. As such, we want to em-
phasize that using security models from other areas (e.g. the classified sectors) and relaxing the
conditions usually results in a model that is inherently detrimental to open science. We also note
that many of the challenges in cyber security arise from characteristics of the Internet that make it
difficult to model, such as: 1) the self-similar structure of network traffic, 2) the inherent dynamic
nature of the Internet, and 3) the rapid growth in the Internet, both in terms of the number of
components and size of the traffic.

This paper is divided into three sections: 1) data, 2) modeling, and 3) applications. Section 2
make the case for good raw data as the foundation for basing cyber security models and policies.
Section 3 outlines some of the major areas where improved modeling is needed. The final section
describes the use of some models and data to implement applications that have been used to detect
and deter adversaries. In all three areas, we highlight some of the mathematical opportunities that
arise as researchers have studied these areas, including recent advances using statistical techniques.

2 The Importance of Data

The need for trace and log data for scientific analysis is necessary not only to create accurate
models, but to provide repeatability and verification of results. In addition, ensuring that the
data’s integrity is maintained throughout the lifetime of its intended use is imperative in order to
be able to validate the results of any scientific model. As a fundamental building block of repeatable
science, we see the lack of freely available raw data as an issue that is both critical for success and
a problem that can be addressed through better mathematical modeling and techniques. This
section deals with three areas that lay the foundation for almost all of the cyber security defense
mechanisms in place today: 1) the need for real-world data on which to base network models, 2) the
need for developing methods that ensure data integrity, and 3) the need to handle large amounts
of data in real or almost real time.

2.1 Data Anonymization and Cleaning

The lack of public data sets for network modeling has been identified as a key weakness in current
networking research [30]. In addition, most intrusion detection systems are based on anomaly
detection for which one of the key assumptions is the availability of good training data. The
generally accepted assumptions for the training data include: 1) attack-free data is available, 2)
simulated data is representative, and 3) network traffic is static. Gates and Taylor [13], however,
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challenge these assumptions and argue that most of these assumptions may not hold in many
situations.

Many sites are reluctant to publicly release network data for a variety of reasons including
confidentiality, privacy, and security issues. Given the need for high-quality data however, some
researchers have studied the question of how best to anonymize or sanitize the data so that it
can be released publicly. In all of these cases, there is an inherent tradeoff between the need to
ensure security and privacy and the need for high-quality data that still represents real-world traffic
data. This is known as the utility versus security trade-off [33]. Several approaches for sanitizing
data have been suggested with various degrees of success [2]. It is also important to consider how
effective a particular anonymization policy is and there have been some efforts to measure this [20].
The diversity of techniques used in tackling the data indicate that a more systematic approach
might be applied to this problem as well as methods for maximizing a particular utility function.
The application of data anonymization methods is not restricted to raw data however. Higher layer
abstractions such as NetFlow records (Cisco I0S NetFlow. http://www.cisco.com/go/netflow) or
Bro connection logs [29] are also extremely powerful for large scale measurement and modeling.

In addition to releasing (possibly anonymized) real data, there are other ways of generating
test data — synthesis and reference data. However, generating synthetic data can be problematic
in terms of research value [23], while reference data (data recorded at locations such as honey pots
which have no privacy constraints) may not fulfill the needs of the researcher due to the specific
nature of the traffic [2].

2.2 Data Integrity

As the data sets in science grow and as our dependence on them for understanding science increases,
there is a critical need for ensuring that data maintains its integrity over the lifetime of its intended
use. By integrity here, we mean the trustworthiness of either the data or resources and includes
data integrity (content) and origin integrity (the source of the data). As described by Bishop[3],
integrity mechanisms fall into two main classes: prevention mechanisms and detection mechanisms.
New methods will need to be developed that can ensure that the data being generated by large
experimental facilities such as the Large Hadron Collider, ITER, or any of the large accelerators,
maintains its integrity during the course of the analysis of said data. Likewise, as programs such as
the Department of Energy’s Scientific Discovery through Advanced Computing (SciDAC) expand
towards exascale facilities, the data sets generated by the codes that the SciDAC program support
can be expected to also grow in size. This simulation output will also require methods for maintain-
ing data integrity. One interesting new approach for securing the provenance of data was suggested
by [4]. They note that provenance can be modeled as a causality graph with annotations, where
the causality graph describes the process that produced the data’s present state. As such, the
graph can be represented as an immutable directed acyclic graph (DAG). Although, they present
a security solution, they also note that more research is required to construct a security model for
causal graphs.
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2.3 Real-time data

In order to respond quickly to a cyber security attack, organizations need to analyze high-volumes
of traffic data and detect anomalies in real time. Dreger et al. [8] cite some examples from two op-
erational cases that consisted of networks with tens of thousands of hosts, transferring 2-3 terabytes
of data/day and 44,000 packets/sec on average. Some interesting work using statistical techniques
such as sequential hypothesis testing has shown that this is possible [17]. The basic idea is to model
accesses to local IP addresses as a random walk on one of two stochastic processes, correspond-
ing respectively to a benign and a malicious process. The use of sequential hypothesis testing is
intriguing because it can be used to establish mathematical bounds on the expected performance
of the algorithm. While this work is quite promising, the authors point out that their work only
focused on the detection of an attack from a single remote address. New mathematical models
will be needed to determine whether a coordinated attack from a set of remote addresses is taking
place. In addition, as networks increase in bandwidth and the number of hosts increase, it is clear
that the data sets that need to be analyzed will also grow, requiring new mathematical methods
that can scale with the traffic data.

3 Modeling

3.1 Internet Modeling

Modeling the Internet is well-known to be a difficult problem [11, 28]. Some of the difficulties
include the immense heterogeneity of the Internet and the rapid changes over time. Floyd and
Paxson [11] proposed two strategies for developing meaningful simulations in the face of these diffi-
culties: searching for invariants and judiciously exploring the simulation parameter space. In terms
of invariants, Floyd and Paxson suggest among others: diurnal patterns of activity, self-similarity,
heavy-tailed distributions, and log-normal connection sizes. Searching for these invariants can then
be viewed as a problem in estimating the correct set of parameters from the data. The second
strategy proposed, that of judiciously exploring the parameter space was proposed as a way to
cope with the heterogeneity and change in the Internet architecture. Exploring the simulation
parameter space can also be framed as a mathematical problem. For example, one way is to pose
this as a problem in the design and analysis of computer experiments, for which there is already a
great deal of literature. As the number of parameters increase though, this approach can be quite
limiting. Therefore, techniques for determining which parameters are the most important for a
particular model or determining the sensitivity of the simulation to certain parameters will need
to be developed. Finally, one can also view this as an optimization problem in which one seeks to
minimize certain behavior as defined by an appropriate cost function.

Math Opportunities in Cyber Security LBNL-1667E (2009)



3.2 Statistical Models

Network traffic is often modeled as a Poisson process because it has good theoretical properties.
Internet traffic, however, has been shown to have some very complex statistical properties [6, 31].
In fact, many studies have shown that simple Poisson models do not hold for real network traffic
including both local area and wide area network traffic. Several studies [21, 37] have shown instead
that local area network can be modeled much better as a self-similar process. An interesting study
on Internet traffic data that describes these phenomena was provided by Cleveland and Sun [6]. In
addition to an excellent description of the problem, Cleveland and Sun suggest several challenges
for handling traffic data including: statistical tools and models for point processes, marked point
processes, and time series that account for nonstationarity, persistence, and distributions with long
upper tails, 2) theoretical and empirical exploitations of the superposition of Internet traffic, and 3)
integration of statistical models with network simulators. An excellent bibliography on self-similar
traffic modeling and analysis can be found in [18].

Paxson and Floyd [27] suggest that the Poisson-based models should also be abandoned for
wide-area traffic. In his studies of data sets from the teletraffic industry, Resnick [32] noted that
traffic data often exhibit many non-standard characteristics such as heavy tails and long range
dependence. He also described several estimation methods for the analysis of heavy tailed time series
including parameter estimation and model identification methods for autoregressions and moving
averages. However, in the discussion that followed Resnick’s paper, Willinger and Paxson [35]
argued persuasively for using structural models that take into account the context in which the
data arose as opposed to the black box modeling approach that is more commonly used. Clearly
there is a need for further research and development of statistical techniques and methods for
effectively handling phenomena such as heavy tails and long-range dependence that arise in cyber
security data.

4 Network Intrusion and Attack Response

Network intrusion and attack detection typically results in the application of a successful model
built from real world data. For example if one has a working model of how an external adversary
might scan one or more hosts on a local network, one can build a simple detector based on this.
The decision to build depends on questions of scale, time and threat model. Scale might be a single
host, a local network event or even an organized entity with hundreds of thousands of systems.
Each notion of scale describes (when taken with a temporal component) a problem space in cy-
ber security. One commonly used strategy for detection is through anomaly detection, with the
explicit assumption that any malicious behavior is anomalous [13]. As a result, many approaches
for anomaly detection have been proposed including, support vector regression [24], k-means [19],
multivariate adaptive regression splines [26], Kalman filters [34], and sequential hypothesis test-
ing [17]. As the data set sizes increase and the need to more quickly detect intrusions, more robust,
accurate, and efficient algorithms will almost certainly be required.
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4.1 Attack Detection

Current state of the art in attack detection provides many areas that can be assisted by improve-
ments to model or algorithm design. Network intrusion detection has traditionally been focused
on identifying attackers who are seeking information about internal systems and services, some-
times over large address spaces or large time periods. A fundamental component of this is scan
detection where one or more remote network systems look over address ranges to survey available
services. To do this an adversary needs to scan some range of address space. Single host detection
has proven to be predictably accurate via sequential probability testing by Jung et al. [17], but
there are significant areas for improvement in the detection of distributed scanning, see for example
Gates [14].

Understanding how to represent both attack and defense is essential for developing a workable
strategy. Examples of this that might be extendable via a more complete analysis of the problem
space are [7, 25|, which look at modeling an intrusion detection system’s observable attack space
as well as optimal placement strategies. For example, Modelo-Howard [25] proposed a new method
based on a Bayesian network model that can characterize the relationship between attack steps and
detectors. This resulted in an algorithm that could evaluate the effect of detector configuration on
system security. A question that was left for future work was whether the solution was scalable
to larger attack graphs and more detectors. Similarly, Collins [7] argues that attacks should be
viewed as a design specification, where the attacker is an engineer with specified goals. His proposed
solution involves estimating a detection surface via multiple Monte Carlo runs to build up a model
for the probability of detection. This naturally leads to the question of which models work best
for different attack scenarios and how to best estimate them so as to reduce the number of false
positives while still detecting the true attacks.

4.2 Automated Attack Response

Recently, there has been considerable work on developing capabilities to auto detect attacks based
on both network and system behavior in order to reduce the time between attack detection and
response. Autogeneration of network signatures based on protocol and attack heuristics has been
explored by Yegneswaran et al. [38, 39]. System call deviations based on static and dynamic analysis
of downloaded binaries have also been studied by a number of people including Christodorescu et
al. [5].

4.3 Complex Systems and Other Novel Approaches

Other types of models have recently been proposed. For example, Forrest and Hofmeyr [12, 16] have
described models for network intrusion detection and virus detection based on an immunological

Math Opportunities in Cyber Security LBNL-1667E (2009)



distinction between “self and “nonself.” Using the analogy between an immune system they have
studied problems in computer virus detection, host-based intrusion detection, automated response,
and network intrusion detection. For the network intrusion detection study, the system was tested
on two months of network traffic data collected on a subnet of 50 computers at the Computer Science
department at the University of New Mexico. While preliminary, the results seem promising in that
the false positive rate was on the order of two per day and the system was also able to successfully
detect all seven intrusion incidents that were inserted into the system.

Another interesting approach was proposed by Zou et al. [41]. They proposed an adaptive
defense principle based on minimizing a particular cost function. The cost function depended on
the attach severity, attack traffic and some other metrics that are determined by the types of
attacks. They also presented a system design based on this approach to defend against SYN flood
DDos attack and Internet worm infection.

Finally, Zhou et al. [40] have proposed several novel alert correlation algorithms for network
intrusion detection that reduce the number of false alerts.The basic building block of the model
is a logical formula called a capability. They use the notion of capability to abstract consistently
and precisely all levels of accesses obtained by the attacker in each step of a multistage intrusion.
The correlation algorithm is based on a new set searching algorithm that captures the case where
multiple earlier attacks together support a new attack. The experimental results of the correlator
using several intrusion datasets demonstrate that the approach is effective in both alert fusion and
alert correlation and has the ability to correlate alerts of complex multistage intrusions.

5 Conclusions

In this paper, we presented some of what we believe are the most important problems in cyber
security for open science environments and highlighted those areas where mathematics and statistics
could provide new approaches and solutions. The use of mathematics and statistics in this field is
relatively new and much remains to be done. We also believe that the type of mathematics needed
to address problems in cyber security will likely come from the use of non-traditional methods or
techniques. In summary, to paraphrase from Willinger and Paxson [36], we believe that the field
of cyber security poses a rich set of new and exciting research opportunities for the mathematical
and statistical sciences.
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